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Ciele prezentacie

» Koncepcia smerovacov, ich funkcionalita

 Princip prace smerovacov
« ACL



Smerovanie (Routing)

Mnozina smerov, podla ktorej router rozhoduje o
(ne)dostupnosti jednotlivych priamo aj nepriamo
(ne)pripojenych sieti  :-)

Statické
konfigurovane manualne administratorom
Dynamické

,2naucene” automaticky smerovacim protokolom (RIP,
IGRP, OSPF, EIGRP, BGP, ISIS, ...)

dynamicky prispésobované aktualnej topoldgii a
vytazeniu liniek



Static Routes

Static routes between networks are manually configured by an administrator.
Static routes are added with the following command:

Router (confiqg) # ip route(i?Z.168.2;@{255.255.25§;§<E

~ /

Network Address Subnet Mask Gateway

This command sets a default route on a router:
Router (config) # ip route 0.0.0.0 o.o.o.o@z.les.l.D
)

Static routes to next hop addresses have administrative distance of 1.

Static routes out interfaces have an administrative distance of 0.

You can specify a non-default administrative distance for a static route:
Router (config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1( 130)
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Statické smerovanie

+ Adresovanie nepriamo pripojenych sieti

Hoboken (confiqg) #ip route 172.16.1.0 255.255.255.0 172.16.2.1

command destination sub mask gateway
network
Hoboken (config) #ip route 172.16.5.0 255.255.255.0 172.16.4.2
command destination sub mask gateway

network




Administrativna vzdialenﬁit’

AV (AD) miera ,spolahlivosti“ cesty | Connected 0
(informacie o ceste) Static 1
NizSia hodnota — vacsia EIGRP (summary 5
dbéverihodnost route)
Pre rdzne smerovacie protokoly ma|€BGP 20
rozné hodnoty EIGRP (Internal) 90
Do smerovacej tabufky sa dostane [IGRP 100
cesta s najnizsou hodnotou AD OSPF 110
1S-IS 115
RIP 120
EIGRP (External) 170
IBGP (External) 220




Default route & troubleshooting

Mnozina smerov, podla ktorej router rozhoduje o (ne)dostupnosti
jednotlivych (ne)zapojenych sieti

ip route 0.0.0.0 0.0.0.0 Serial 0/1 < outgoing interface
ip route 0.0.0.0 0.0.0.0 10.22.54.35 < next hop IP

Troubleshooting:

show ip route (vypis aktualnej routing table)
show running-config (vypis aktualnej konfiguracie routra)
ping (testovanie dostupnosti hostov ICMP paketmi)

! —successful reply

U - destination unreachable

A — destination administratively prohibited

— no reply received



Troubleshooting (2)

traceroute (zistovanie trasy k hostu)
10ms 10ms 10ms  — Round Trip Time 10ms (korektna odpoved)

* * * — ziaden z troch paketov sa nevratil (prerusena
linka na ceste, firewall, pripadne vypnuty ciefovy host/router)

swr#traceroute www.cvut.cz
Translating "www.cvut.cz"...domain server (147.232.22.65) [0K]

Type escape sequence to abort.
Tracing the route to www.cvut.cz (147.32.3.39)

swr-fei.cnl.tuke.sk (147.232.48.1) 0 msec 0 msec 4 msec
vku-1in.fei.tuke.sk (147.232.40.25) 0 msec 4 msec 0 msec
swr-uvt.tuke.sk (147.232.10.1) O msec 0 msec 4 msec
fw2.tuke.sk (147.232.249.3) 0 msec 0 msec 0 msec
TU-Kosice.sanet2.sk (147.232.14.41) 4 msec 4 msec 0 msec
CvT-Bratislava.sanet2.sk (194.160.8.150) 8 msec 8 msec 8 msec
195.113.179.165 8 msec 8 msec 12 msec
r92-rl105.cesnet.cz (195.113.156.126) 12 msec 12 msec 12 msec
r92-cvut.cesnet.cz (195.113.144.174) 12 msec 12 msec 16 msec
10 pl-rlde.net.cvut.cz (147.32.252.50) 12 msec 12 msec 12 msec
11 www.cvut.cz (147.32.3.39) 12 msec 12 msec 12 msec
swr#

WooNOOUVIA WN =



Dynamicke smerovanie (1)

Protokoly
routing (smerovacie)
,ouduju“ smerovaciu tabulku
RIP, IGRP, OSPF, EIGRP, BGP, ISIS, ...
routed (smerované)
riadia sa podla uz vybudovanej tabulky
IP (cely internet), IPX (starSie Novell siete), DECnet ...
Routing prokoly
distance vector (RIP, IGRP, BGP)
link-state (OSPF)
hybrid (EIGRP)
Routing protokoly
interiérové (RIP, IGRP, OSPF, EIGRP)
exteriérové (BGP, ISIS)
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Dynamicke smerovanie (2)

Routing protokoly sa rozhoduju o vyhodnosti cesty na zaklade metriky
Routing protokoly pouzivaju jeden alebo viacej parametrov na vypocitanie

metriky (~ metriky)
RIP — hop count

IGRP — delay, bandwidth,
reliability, load

OSPF — bandwidth

EIGRP — delay, bandwidth,
reliability, load

Router#sh int fa0/1

FastEthernetO/1 is up, line protocol is up (connected)

Internetwork
Dalay

Bandwidth

Reliability Load

hop
count

.

Routing
Metric

Hardware is Fast Ethernet, address 1is 0013.laac.c481 (bia 0013.laac.c481)

MTU 1500 bytes, Bw 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 6/255
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Distance vector vs. link-state

Distance vector:
» Kazdy router vie iba o existencii

Y e \W
ﬁ / \ susednych, d'alej topoldgiu nepozna
\\ /ﬁ « Tabulku buduje na zaklade pravidelnych
5

updatov od susednych routrov

6 -6 -6-6

Routing —> | Routing <€ Routing > | Routing
Table -—{ Table — Table -t— Table [—3=

Topological

Database | Link-State Advertisement Packets | REdling
Table
Link-state: \ /
« Kazdy router pozna topologiu celej siete SPF
- Tabulku si vybuduje na zaklade nauéenej el
topoldgie \ Shortest Path First Tree




Nekonzistentne smerovacie tabulky

Routing loops
RieSenie
split horizon

holddown timers (prijme info o nefunkénej ceste _l Network 1, Unreachable
- od toho €asu neprijme ziadnu inu info) s’

Rychlejsia konvergencia s
Riesenie -
triggered updates
route poissoning
flash updates

Alternate Rﬂi:ltﬁi \ Alternate Route: Use A
Network 1, Distance 3 5 Network 1, Distance 4
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Split horizon

- Ak sa dozviem o dostupnosti siete ,,1“ cez pravy interface routra ,,D“, tak siet
., 17 nezahfham do updatov vysielanych cez pravy interface

B: Do not update
Router A about

D: Do not update
Router A about

routes 1o network 1 14




Holddown timers

Ak router dostane info o nedostupnosti siete, vyradi ju zo routovacej tabulky
Isty ¢as si ju vSak eSte routing proces paméata

ak dostane update o danej sieti cez iny interface s lepsou metrikou,
routu vlozi do tabulky a holddown stav kongi

ak dostane update o danej sieti cez iny interface s horsou metrikou,
update ignoruje (v snahe zabranit slu¢kdm a nekonvergovanej sieti)

Update after
Holddown Time

Update after
Holddown Time

MNetwork 1
Down

© &

Update after Metwork 1 down, then
Holddown Time Update after :::c:k ';.Ip for a time, .
Holddown Time en down once again 15




Triggered updates

Updaty iniciované zmenou stavu siete

interface UP/DOWN

preposlanie prijatého triggered updatu
Necakaju na pravidelny planovany interval, su posielané hned
Urychluju konvergenciu smerovacich tabuliek v sieti

MNetwork 10.4.0.0 is unreachable

-— -— -— -—
10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

Fal/Q s0/0 30N S00 S0 Fali0

16



Route poissoning

Ak router E zisti nedostupnost siete, okamzite (bez ¢akania na pravidelny
update interval) poSle informaciu o nedostupnosti siete

* Posle update ,infinite metric” pre danu siet (pri RIP je to 16)

Router A Router B Router C Router E

it

MNetwork 3 MNetwork 4 MNetwork 5

Router D

17



RIP (Routing Information
Protocol)

Distance vector routing protokol
Ako metriku pouziva (iba) hop count
hop = prechod dalsim routrom
maximalny hop count je 15
16 znamena, ze siet’ je nedostupna
Routing updates posiela kazdych 30 sekund
RIP version 2
classless/VLSM, authentication

inteligentnejsie posielanie updatov (mcast, prenos masky, ..

)

18



Zakladna konfiguracia RIP

Ak chcem, aby interface vysielal a prijimal routing updates
musim ho prostrednictvom prikazu network zahrnut do konfiguracie

FADID s0/0

Ethernet

©
=
| =
@
4=
]
w

10.0.0.2564 192.168.13.1 192.168.13.2 192.168.14.1 182168142 172.31.31.1

BEM{config) frouter rip
BHM (config-router) fnatwork 10.0.0.0
BEM {config-router) fnetwork 192.16B.13.0

GAD{config) frouter rip
GhD{config-router) fnetwork 192.168.14.0
GAD{config-router) fnetwork 192.168.13.0

BoAZ {config) drouter rip
BOAZ {config-router) fnetwork 192 . 16B.14.0
BOAZ {config-routsr) fnetwork 172.31.0.0




RIP Configuration Issues

Convergence is when all routers in the Internetwork have the same routing
information. Slow convergence of DV protocols results in inconsistencies.

RIPs performance can be tuned to improve convergence time:
To disable split horizon:| GAD (config—-if) # no ip split-horizon

The default holddown is 180 secs. Decrease it to speed up convergence. Set
the timer just longer than the longest possible update time for the network:
GAD (config-router)# timers basic 30 180 18Q 24Q\

LA

Update Invalid Holdtime Flush

Invalid - ak ziadny upd o danej ceste nepride, tak je oznacena za ,invalid™
Holdtime - ak je cesta oznaCena za nedosiahnutelnu, zacina pocitat
Flush - cCas, po ktorom sa odstrani cesta uplne

The default RIP update interval is 30 secs. Longer intervals can conserve
bandwidth, shorter intervals may decrease convergence time:
GAD (config-router) # update-timer 40

To disable sending routing updates on specified interfaces:
GAD (config-router)# passive—interface £0/0




Veritying RIP Configuration

RIP routing is configured

Dublin# show ip protocols
Routing Protoceol is "rip"
Sending updates every 30 seconds, next due in 14 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wversion contrel: send version 1, receive any version
Interface Send Recv Triggered RIP Key-chain

FastEthernet0/0 1 1l 2 <— interf d d
Automatic network summarization is in effect lwergpessen|ngan
receiving RIP updates

Maximum path: 4 |

Routing for Hetwnrks;<

Router is advertising the

11.0.0.0
12.0.0.0 correct networks
Routing Information Sources:
Gateway Distance Last Update
11.0.0.2 120 00:01:16
Distance: (default is 120)
Dublin#
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Examining the Routing Table
Routing tables are stored using on-board DRAM.

A routing table contains a list of the best available routes.

Routers use routing tables to make packet forwarding decision
Dublin# show ip route

Codes: C - connected, 5§ - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1l - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2

El - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP

i - IS-IS8, L1 - I8-1I8 level-1l, L2 - IS-IS level-2, ia - IS-IS inter
* - candidate default, U - per-user static route, o - QDR

P - periodic downloaded static route

Gateway of last resort is not set NeWwwksbdngadveﬂBed
4
C 12.0.0.0/24| is directly connected, FaﬂtEthernetD
11.0.0.0/30| is subnetted, 1 subnets Out interface
C 11.0.0.0|is directly connected, |Serial( ‘gT
10

R | [13.0.0.0/24|[[120/1] via [11.0.0.2] [00:00:02]| Seria
Dublin# 7\ 7\

Codes, how the Administrative || Metric || Next Hop Time since
routes were learnt Distance last update 22




Troubleshooting RIP

Typical RIP configuration errors:
Incorrect network statement
discontiguous subnets

split horizons

To analyse RIP update issues:

01
01

01l

01:

:04
:04
04

:04:
01:

04

Pretoria# debug ip rip
44 :
44 :
- 44
44 :
44 :

RIP: sending vl update to 255.255.255.255 wvia Seriall (192.168.15.2)
RIP: build update entries

network 192 .168.13.0 metric 1

network 192 .168.16.0 metric 1
RIP: sanding vl uPdata to 255.255.255.255 wvia Seriall (192.168.13.2)

Other commands to troubleshoot RIP:

show ip rip database Summary of entries in RIP routing database

show ip route View the routing table

show ip interface brief Summary of interface status and parameters
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Determining the Gateway of Last Resort

Default routes are used when there isn’t a more specific entry in routing table.
The router uses the default route to reach the gateway of last resort.
Default routes reduce the size of routing tables.
Default routes are established either:
= Statically by an administrator
or
= Dynamically learned using a routing protocol.
Use one of the following commands to statically configure a default route:

RTR (config) #ip default-network [network address] +—
RIR (config)#ip route 0.0.0.0 0.0.0.0 [nexthop IP address or exit interface]

v

Tells router to advertise default route via dynamic routing protocols.
Any known route to this network is flagged as a candidate default route.

|
ip default-networkonC ip route 0.0.0.0 0.0.0.0 s#
information is advertised to A and B. on RTY configures a default router to RTZ.



RIP Load Balancing

Load balancing allows a router to simultaneously use multiple paths to a
destination. RIP can load balance over 6 equal-cost paths, (default 4 paths).
Router (config-router) # maximum—-paths 5

RIP performs what is referred to as “round robin” load balancing:

= |f process switching is enabled, paths alternate on a _per-packet basis.
» |f fast switching is enabled, paths alternate on a _per-destination basis.

Ethernet

E Ethernet

Here each path from GAD to
BHM is considered equal by
RIP metric (2 hops)

Equal cost routes can be found by using #show ip route.

Each route is represented by a routing descriptor block.
An asterisk (*) next to one of the entries corresponds to the active route. ,;




5.

Redistributing Static Routes into RIP

Static routes are important for destinations not included in dynamic routing
processes. They are also useful for specifying a default route .

Each dynamic routing protocol has a default administrative distance (AD).

A static route can be defined as less desirable than a dynamically learned
route if its AD is higher than the dynamic route’s.

If a static route points to an interface that is not part of the RIP process (as
defined with a network command) RIP will not advertise the route unless

configured to:

Router (confiqg) # router rip
Router (config-router) # redistribute static

Floating Static routes are routes with an AD set greater than the AD of
the dynamic routing protocol in use.

Static routes are removed from the routing table when their corresponding
interface _goes down or when the next hop is _no longer valid

Static routes can be removed using the _no ip route (global
configuration command. 26




ACL - Access Control Lists

ACLs nam umozniuju
Filtrovanie siet'ovej premavky (pri routovani)
Obmedzenie pristupu k zdrojom routra

ACL je sada (zoznam) podmienok, ktory (ak je spravne aplikovany)
vie na zaklade informacii z hlavicky L2/L3/L4 rozhodnut’ o pusteni
alebo zahodeni paketu

podmienky (riadky) su vyhodnocovane sekvencne az po prvu zhodu,
dana podmienka urci, Co s paketom (deny, permit).
T.j. podmienka pozostava z L2/L3/L4 informacii a osudu, ktory
postihne paket, ktory vyhovie zadanym informaciam

ak sa v ACL nenajde vyhovujuca podmienka (riadok), uplatni sa
implicitna podmienka zahadzujuca pakety (implicit deny)

27



What are ACLs?

ACLs provide basic traffic filtering capabilities.

ACLs enable management of traffic and secure access to and from a network.
ACLs can be created for various network protocols; IP, IPX, or AppleTalk.

The router examines each packet and either forwards or drops it.

Example: EQ S0
— —
—»eN\

This router has one Ethernet interface and one Serial interface.
Each interface can have one ACL inbound and one ACL outbound
This router is configured for three routed protocols: [P, AppleTalk, IPX.

Maximum no. of ACLs that can be configured:
(No. of interfaces) x 2 x (no. of routed protocols) = 12

Forwarding decision can be based on a packets:

= Source address

= Destination address

= Protocol

=  Port number 28



Why use ACLS?

Limit network traffic to increase network performance

Provide traffic flow control by restricting the delivery of
routing updates

Security - allow one host access but prevent another.

Control which types of traffic are forwarded or blocked

by the router.

Ability to control which _areas a client can access.

Restrict user access to only certain _types of files |
(eg. Web pages).

If ACLs are not configured, all packets passing through
the router will be allowed onto all parts of the network.

29



ACL — access control list

* moznosti filtrovania
datového toku

— Vstupného, vystupnét — =
. Aplikacia na prislugné < '\ "
L 172.16.0.0 .'

rozhranie smerovaca . |
* Pouzitie na

smerovatelné

protokoly (IP, IPX) =

7 1721700

—

30



Posudzovanie paketov podla
ACL

» Poradie vyrazov v
ACL je doblezite
* Pri zmene polozky

ACL treba prepisa
cely ACL

* Na konci je ,deny
any”




128 64 32

Wildcard maska

16 8 4 2

IRERIE

Octet bit position and
address value for bit

Examples

‘uuuunnnn‘
0011111 1
0000 111 1
11111100
11111111

Check all address bits
(match all}

lgnore last 6 addrass bits

lgnore last 4 address bits

Check last 2 address bits

Do not check address
(ignore bits in octet)

32



Wildcard maska

Siet' sa v ACL nedefinuje klasickym sp6sobom
sietfova adresa + sietova maska, ale pomocou kombinacie
sietova adresa + wildcard maska

Wildcard maska = invertovana sietova maska

Priklady
192.168.1.0 255.255.255.0
192.168.1.0 0.0.0.255

147.232.22.64  255.255.255.224
147.232.22.64 0.0.0.31

10.20.30.0 255.255.255.240
10.20.30.0 0.0.0.15

172.16.152.0 255.255.248.0
172.16.152.0 0.0.7.255

Jednoduché pocty: 255.255.255.255
- 255.255.248. 0 & sietova maska
0.0 .7 .255 < wildcard maska

33



Specialne wildcard masky a skratky

Any — znamena akukovek IP adresu/siet’

0.0.0.0 255.255.255.255

Host — znamena jeden host (jednu IP)

192.168.1.100 0.0.0.0
host 192.168.1.100
192.168.1.100

any

34



Zistovanie zhody

Pri porovnavani sa bude ignorovat ta Cast sietovej adresy, na ktore;
sa vo wildcard maske nachadzaju jednotky

192.168.100.96 / 255.255.255.224 (t.j. 96 - 127)
192.168.100.96 / 0 . 0 . O . 31

192.168.100. 96
0.0.0.31

192.168.100. 99
192.168.100.117
192.168.100.130

11000000.10101000.01100100.01100000

00000000.00000000.00000000.00011111

11000000.10101000.01100100.01100011
11000000.10101000.01100100.01110101
11000000.10101000.01100100.10000010

Pri porovnavani sa musia zhodovat cervené Casti adresy

PASS
PASS
FAIL

35



Cislované ACL

- Cislom na zadiatku podmienky identifikujem aky
ACL hodlam zadavat do routra

Protocol Range

IP 1-99, 1300-1999
Extended IP 100-199, 2000-2699
AppleTalk 600-699

IPX 800-899

Extended IPX 900-999

IPX Service Advertising Protocol 1000-1099

36



Creatinge ACLs

There are many different types of ACLs.

Each ACL is uniquely identified by assigning a number (or a name) to it.

This number identifies the type of access list created and must fall within the
specific range of numbers:

Rio(config) # access—-1list ?

<1-99> IP standard access list
<100-199> IP extended access list
<200-299> Protocol type-code access list
<300-399> DECnet access 1list

<600-699> Appletalk access list
<700-799> 48-bit MAC address access 1list
<800-899> IPX standard access list
<900-999> IPX extended access list

<1000-1099> IPX SAP access list

<1100-1199> Extended 48-bit MAC address access list
<1200-1299> ITPX summary address access list
<1300-1999> TP standard access 1list (expanded range)
<2000-2699> TP extended access 1list (expanded range)

37



Standardny ACL

* Pracuje na zaklade zdrojovej adresy
— Adresa siete, podsiete alebo pocitaca

» Povoli alebo blokuje cely prislusny protokol
* Definovanie

Router(config)# access-list access-list-
number {deny | permit} source [source-
wildcard ] [log]

(sprava pri prvom pak. + kazdych 5 min.)

« Pouzitie
Router(config-if)#ip access-group access-
list-number {in | out}

— In/out — vstupné alebo vystupné rozhranie — default je out
— Na rozhrani je povoleny 1 ACL pre kazdy protokol a smer

38



Standardny ACL — priklad

* Filtrovanie jedneho PC

access-list 1 deny host 172.16.4.13
access-list 1 permit any

(implicit deny any) Nnn1?21ﬁﬂu
interface ethernet O 721630 r\| R
ip access-group 1 out ]

El

172.16.4.13

 Filtrovanie celej siete P
access-list 1 deny 172.16.4.0 0.0.0.255

"TOV

39



Standard ACLs

Standard IP ACLs check only the source address of packets to be routed.

Rio(config) # access-list 50|deny|172.16.1.1
Rio(config) # access—-1list,50|permit 172.16.9/6 0.0.255.255

7 7~

. No WM specified, .
Deny or Permit - mask = 0.0.0.0 Wildcard Mask

Number between 1 and 99,
or 1300 t01999 (recent 10S)

Extended ACLs

Extended ACLs check the source and destination packet addresses
as well as being able to check for protocols and port numbers

Protocol Source Destination Port

access-list 101 permityiplhost 10*.0.0.1@?
access-1list 101 deny|ipg 10.0.0.0 0.0.0.255| any v

access-1list 101 denyEp] host 172.16.6.1|192.168.1.0 0.0.0.255
access-list 101 permit tcp 172.16.6.0 0.0.0.255| any/ eq [telnet

eq| 23

=W =

1. Specifically permit all IP traffic from this host (only) to any other network or host

2. More general statement denying other traffic from 10.0.0.0/24 network

3. Specifically denies host 172.16.6.1 (only) telnet access to 192.168.1.0/24 network

4. More general statement permitting telnet from all other hosts on 172.16.6.0/24 network



Konfiguracia ACL

Definovanie ACL
Ciselné (ACL)

access-1ist 10 permit host 147.232.22.65
access-1ist 10 permit 147.232.48.32 0.0.0.31

pomenované (named ACL)

1p access-1ist extended Povol_Telnet
permit tcp any any eq 23
deny any any log

Priradenie ACL

na sietove rozhranie v pozadovanom smere (filtrovanie routovanych
paketov)

interface Ethernet O
access-group 10 1in

na niektory z prostriedkov poskytovanych samotnym routrom
virtualnu linku (telnet, SSH), SNMP pristup, HTTP pristup routra

Tine vty 0 4
access-class 10 in

41



Standardné ACL

access-list 2 deny 172.16.1.1

access-list 2 permit 172.16.1.0 0.0.0.255
access-list 2 deny 172.16.0.0 0.0.255.255
access-list 2 permit 172.0.0.0 0.255.255.255

= Access list number range of 1 - 99 and 1300 - 1999
« Filter only on source IP address

* Wildcard masks

« Applied to interface closest to destination

ip access-list -192.168.100.0 0.0.0.255
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ip

ip

ip

ip

Standardné ACL

identifikacia ACL osud

access-list

access-list

access-list

access-list

informacia o zdroji (SRC)

l

192.168.100.0 0.0.0.255

147.232.22.1 0.0.0.0

host 147.232.22.1

10.1.1.64 0.0.0.31
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Rozsireny ACL

Pracuje na zaklade zdrojovej aj cielfovej adresy

Povoli alebo blokuje Specificky protokol alebo
Cislo portu

Pre jeden ACL mozno definovat viacero pravidiel
Definovanie

router(config)# access-list access-list-number
{permit| deny} protocol source

[source-mask destination destination-mask
operator operand] [established]

Pouzitie
Ip access-groupaccess-list-number { in| out}
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Rozsireny ACL

* Poznat porty znamych sluzieb
» Operatory
— Lt — mensi nez
— Gt —vacsi nez
— Eq —rovny
— Neqg — nerovny
* Protokoly — eigrp, gre, icmp, igmp, Iigrp, Ip
(znamena ICMP, TCP a UDP), ospf, tcp, udp
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Porty TCP a UDP:

® TCP a UDP vyuzivaju porty pri komunikacii medzi
koncovymi stanicami.

— Sluzby transportnej vrstvy mozu byt volané prostrednictvom
ich Cisiel portov.

® Teda ak koncova stanica chce preniest’ subor
prostrednictvom FTP

— vyuziva TCP port 20 pre prenos dat

— TCP porty 20 & 21 su oznacCované ako “Well Known Port
Numbers” pretoze aplikacie predpokladaju, ze FTP sluzby
budu poskytované prostrednictvom tychto portov

— vyuziva TCP port 21 pre zriadenie a riadenie spojenia

@ Dalsie “Well Known” porty su:
« TCP Port23 - Telnet, TCP Port 25 - SMTP (email)
« TCP Port53 —DNS, TCP Port80 - HTTP web serv.
 UDP Port 53 —DNS, UDP Port69 -TFTP

« UDP Port 161 - SNMP
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Rozsireny ACL — priklad

Blokovanie ftp prikazov (a teda aj prenosov)

Access-list 101 deny tcp 172.16.4.0 0.0.0.255
172.16.3.0 0.0.0.255 eq 21

Access-list 101 permit ip any any
(Implicit deny any)

Non-172.16.0.0 |

Interface ethernet 1 o I‘J
Ip access-group 101out j
L

172.16.4.13
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Priklady

Umoznit telnet pre host 223.8.151.10 zo siete 195.5.5.0
ale zakazat vsetky ostatne a taktiez umoznit’ akykolvek iny
vstup do uvedenej siete:

Access-list 101 permit tcp 195.5.5.0 0.0.0.255
223.8.151.10 0.0.0.0 eq 23

Access-list 101 deny tcp 195.5.5.0 0.0.0.225
223.8.151.0 0.0.0.255

Access-list 101 permit ip any any
Interface e0
IP access-group 101 in
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Priklady

Ktora siet bude zakazana:
Access-list 24 deny 157.118.237.0 7.63.0.0
Odpoved: 152-159.64-127.237.0

Access-list 25 deny 84.7.109.0 63.3.0.63
Odpoved: 64-127.4-7.109.0-63
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Extended ACL

access-list 114 permit tep 172.16.6.0 0.0.0.
access-list 114 permit tep 172.16.6.0 0.0.0.
access-list 114 permit tep 172.16.6.0 0.0.0.

2
2
2

55 any eq telnet
55 any eq ftp
55 any eq ftp-data

+ Access list number range of 100 - 199 and 2000 to 2699
+ Source destination |P address

* Layer 4 protocol number

 Applied to port closest to source host
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Extended ACL

identifikacia ACL osud protokol info o zdroji (SRC) info o cieli (DST)

l

147.232.52.0 0.0.0.255

dotatocné info

ip access-list

ip access-list
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Pomenované ACL

Vhodné pre individualne modifikovanie poloziek
ACL bez jeho zmazania

Ak mame viac ACL ako povoluje Ciselny rozsah

Definovanie

router(config)# ip access-list{standard | extended}
name

Pouzitie
router(config)# deny{source [source-wildcard] | any}

Alebo
router(config)# permit{source [source-wildcard] | any}
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Pomenované ACL — priklad

Ip access-list standard Internetfilter
deny 192.5.34.0 0.0.0.255
permit 128.88.0.0 0.0.255.255
permit 36.0.0.0 0.255.255.255

Interface ethernet O
lp access-group Internettfilter out
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Pomenované ACL

Priklady

1p access-11st standard VTY_pristup
permit host 147.232.22.70

permit host 147.232.22.65
deny any any log

Aplikujem v ,,1ine vty 0 4“:
access-group VTY_pristup 1in

1p access-11st extended webServer
permit tcp any host 147.232.33.4 eq 80
permit tcp any host 147.232.33.4 eq 443
permit 1icmp any host 147.232.33.4
deny any any

Aplikujem v ,,interface FastEthernet 0/0"
access-group webServer out
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Named ACLs

IP named ACLs were introduced in Cisco I0S Software Release 11.2.
Advantages are:
= [ntuitively identify ACLs using names (not just numbers).
= Extend possibilities beyond 798 simple and 799 extended ACLs
= Modification of a NACL without deleting and reconfiguring it.
NACLs allow individual statements to be deleted without losing whole list.
It is still only possible to add statements to the end of a list.

Standard or Extended Administrator assigned name
\ /

Rio (config) # |ip| access—-1list |extended ServefLAccess
Rio (config—-ext—-nacl) #permit tcp any host 10.0.0.2 eq smtp
Rio (config—-ext—-nacl) # permit udp any host 10.0.0.2 eq 53
(
(
(

Rio(config-ext-nacl)# [Control + Z]
Rio(config) # interface £ 0/0
Rio(config-if) # ip access—group Server-Access out

55



Umiestnenie ACL

 rozsireny ACL

umiestnovat co

najblizsie k zdroju ‘- AN

blokovanych dat &&= eee o sown
& & -

» Standardny ACL
umiestnovat' co
najblizsie k cielu

Zdroj pred Ciel za

Routrom A routrom B
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Umiestnenie ACL — firewall

ACL Minimalne na okrajovych smerovacoch
ACL pre kazdy smerovany protokol
Filtrovanie na vstupnom i vystupnom rozhrani

Vnutorny smerovac prijima pakety len od
aplikacnej brany
Vonkajsi smerovac chrani aplikacnu branu

- ) Firewall
4 Router Application gateway
» 7 R -:; ﬂ
Host
Router myr =
b |
%1. Internal

network
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Overovanie ¢innosti ACL

* Prikazy
Show ip interface

Show access-list
— Pripadne zadat Cislo ACL
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Obmedzenie telnet pristupu

N
Cisco - Hyperterminal

Creating the standard list:

Etl(config) #access-1list 2 permit 172.16.1.0 0.0.0.255
FEll (config) 4access-1list 2 permit 172.16.2.0 0.0.0.255
Ell (config) #access-1list 2 deny any

2pplying the access list:

Physical port

Rtl{config)#line vty 0 4 FastEthernet 0/0

Etl{config) #login

Etl (config) $password secret
Etl (config) 4access-class 2 in

Virtual ports
(VTY 0-4)
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9.

10.
11.
12.

13.

ACL Rules

One access list per protocol , per interface , per direction .
Standard access lists should be applied closest to the destination
Extended access lists should be applied closest to the _Source

Use the inbound or outbound interface reference as if looking at the port
from inside the router

The implicitdeny  af the end of all access lists will not appear in the
configuration listing.

Access list entries should filter in the order from specific to __general .
The permit or deny is examined ONLY if the match is true
New lines are always added to the end of the access list.

no access-list [number] il remove the whole list.

It is not possible to selectively add and remove lines with numbered ACLs.
An IP ACL will send ICMP host unreachable to sender of rejected packet.

In some situations, removing an access list may result in a default
‘deny any’  being applied to the interface.

Outbound filters do not affect traffic originating at _the local router .
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Firewalls

A network firewall can be one or several machines working together to prevent

unwanted access.
External Internal
Server
FTP
Server

Firewalls control access to services both into and from the internal network.
ACLs are used in firewalls between the internal and external network.

A De-Militarised Zone contains network services available to Internet traffic.
The firewall router provides isolation for the internal network and the DMZ.
Border routers (at the edge of a network) use ACLs to provide security benefits.

DMZ
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Restricting VTY Access

A router has both physical ports (Fa0/0, S0/0) and _ virtual ports.
These virtual ports are called _ vty lines

There are five such vty lines, numbered 0 to 4 (0to 15 on later 10S).
VTY access can be restricted on routers by using _access lists
Access to vty is accomplished using _ Telnet

|dentical restrictions should be placed on all vty lines as it is not possible to
control _which line a user will connect on

The process of creating a vty access list is the same as for _an interface

Applying the ACL to a terminal line (vty, aux or con) requires the command
access-class instead of access-group

Only numbered ACLs can be applied to vty lines.

Rio(config) # 1line vty 0 4

Rio (config—-line) # login

Rio (config-line) # password Cisco
Rio(config-line) # access—class 2 in
Rio(config-line)# end

Rio#

b2
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